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Qur research themes

Deep neural networks (DNNs) are brilliant at image
recognition — but they can be easily hacked.
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Robustness & Deployability of Deep Learning Models

First general-purpose, reliable solver for robust evaluation

max £ (y, fo(x')) miin.d(z, )
s.t. d(z,z')<e, ' €0,1]" st max fy (') 2 fo(@') , = € [0,1]
Reliability Generality
e SOTAmethods W RosusiBincn e SOTAmethods
No stopping criterion (only use Can mostly only handle several lp metrics (l1,12,linf)

maxit); step size scheduler
e PWCF (ours)

e PWCF (ours) Any differentiable metrics and both min and max
Principled line-search criterion forms
and termination condition E.g.. perceptual d(z,z') = |[¢(x) — (x')|l,
distance where @(x) = [ Gi(),...,gL(x) ]



Selective predictions for safety and deployability

predictor f: X — RE 1.0
selector g : X — {0, 1}

[f@)  ifgla)=1
(abstain it g(z) =|0.

RC Curve

0.5

(f,9)(x) =

No prediction on uncertain samples and defer
them to humans

gy(x) = 1s(x) > 7]

Typically, selection by thresholding prediction [ High-stakes corner
confidence

Selective Risk

Coverage




Computation for Deep Learning with Nontrivial Constraints

OPYGRANSO  Home https://ncvx.org/

NCVX PyGRANSO

Documentation
Search the docs ... \ N ‘ VX

Introduction

Installation
Sett’

Exal

min f(x), s.t. ¢ci(x) < 0,Vi € Z; ¢;(x) =0,Vi € £

xER?

- First general-purpose solver for hard-constrained deep learning problems

- Recently updated to be compatible with PyTorch 2.8



https://ncvx.org/
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NCVX: A General-Purpose Optimization Solver for

Polymorph Robustness evaluation
stability max (y., fo(')
%ﬁ? 8.t 2 e Ale) ={z' € [0,1]" 1 d(z,z') = e}
3 —> L N min  d(z,z') s.t. max fo(x') > fJ(z’
Local relaxation L, Zea)r G iy fol®) 2 fo(@)

o (W-CSTR-T) Weak explicit constraints informed by phase transition: For each composition, the
energy/atom of any non-ground-state polymorph is greater than that of the ground-state polymorph
e (W-CSTR-S) Weak explicit constraints informed by phase separation: For each chemical space, the
energy/atom of any TUS material is above the lower convex envelope in the composition-energy space

1 A - ~

1 N

cmin = Uy fo(x:) +Q6) st fo(z) = folxy) V (p.a) € Ow—csTR-T,

p i i &l Gk (s |

o il Uy =+1)1 {fo(wi) > 1}
Constrained Machine and Deep Learning s. t. &

Zivzll{yi :+1} ;

Buyun Liang, Tim Mitchell, Ju Sun

Yash, Le, Zhong, Buyun



Generative Models for Scientific/Engineering Inverse Modeling

(inverse problems, reconstruction, data assimilation, inverse design/control, conditional generation, estimation ...)

Giveny = f(x), recover @

ming £(y, f(x)) + Q(x)

i ’ 'tf ________ o o

1.
and fractured media

MRI reconstruction inversion

X-ray pinhole
source aperture

Challenges:
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- Linear vs. nonlinear f

- Unconstrained vs. constrained
(eg.PDE(x,y)=0)

- Explicit vs. implicit f

Coherent diffraction imaging Inverse shape control




A plug-in principle for leveraging pretrained deep generative models to solve IM

object-only datasets {:13% }7::1,...,N

Distribution learning via
deep generative models

Fixed forward diffusion process

l

Noise

Generative reverse denoising process

Go
Plug in pretrained deep
generative priors

min, £(z) =/4(y,AoGg(z)) + Qo Ge(z)

DMPIlug: A Plug-in Method for Solving Inverse Problems with
Diffusion Models

Hengkang Wang, Xu Zhang, Taihui Li, Yuxiang Wan, Tiancong Chen, Ju Sun

NeurlPS24, with domain-specific priors

Saving Foundation Flow-Matching Priors for Inverse
Problems

Yuxiang Wan, Ryan Devera, Wenjie Zhang, Ju Sun

Submitted to ICLR'25, with foundation
priors (e.g., stable diffusion models)

Challenge: Foundation generative models are
powerful because they're not specific



Applied and basic research in Al for Healthcare
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CT MRI
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Practical Optimization for
Deep Learning with Nontrivial Constraints



Three
fundamental questions
in DL

— Approximation: is it powerful, i.e., the H large enough for all
possible weights?

— Optimization: how to solve

min —Z/ [y;, {NN (w1, ..., wk,b1,...,bx)} (2;)]

ws,bis N

- Generallzatlon. does the learned NN work well on “similar’ data?



Isn't it solved?

Base class

CLASS torch.optim.Optimizer (params, defaults) [SO

Base class for all optimizers.

® WARNING

Parameters need to be specified as collections
consistent between runs. Examples of objects {
and iterators over values of dictionaries.

Parameters:

e params (iterable) - an iterable of t¢
Tensors should be optimized.
e defaults - (dict): a dict containing d

when a parameter group doesn’t sp¢

Adamax

ASGD

LBFGS

NAdam

RAdam

Algorithms

Adadelta

Adagrad

Implements Adadelta algorithm.

Implements Adagrad algorithm.

Implements Adamax algorithm (a variant of
Adam based on infinity norm).

Implements Averaged Stochastic Gradient
Descent.

Implements L-BFGS algorithm, heavily inspired
by minFunc.

Implements NAdam algorithm.

Implements RAdam algorithm.

Igorithm



When DL meets constraints

Artificial neural networks
Unconstrained optimization

XX
>, \'} 1'/{
PRI

. L
min —Zg[yi,{NN(wly---ywkabla"'7bk)}(mi)]
=1

w's,bis N “

7N .
//A‘\\ & B min f(ar:) “Solved”
input layer €r V
. hidden layer 1 hidden layer 2 —
{ Constrained optimization
-4 R min f(x) s.t. g(x) <0
£
¢ ) largely “unsolved”

used to approximate nonlinear functions



Constrained optimization

This talk is about GAPS min f(z) s.t. g(x) <0

largely “unsolved”

An imaginary chat between a PhD student working in deep

learning (DLP) and a PhD student working in optimization

(OP)

DLP: Man, I've solved a constrained DL problem recently

OP: Oh, that’s a hard problem

DLP: Really? I actually did it

opr: How?

DLP: My problem is min, f(x),s.t. g(x) < 0. Iput g(x)
as a penalty and then call ADAM

OP: Are you sure it works?

DLP: Yes, the performance is improved and my paper is
published at ICML

opP: Why don’t you try augmented Lagrangian methods?

DLP: No implementation in Pytorch. Is it possible we
work out some theory about my method?

OP: [ think it’s hard. It’s not convex




Outline Constrained deep learning: CDL

What, how, and why for CDL
No good solvers for CDL yet
Granso and PyGranso

PyGranso in action
Outlook



DL with simple constraints

Embedding constraints into DL models

1
10

o >, T
e“’l e P
z H [—7“ L L L —7"]
- Y A |
e D; €
Softmax

RelLU Sigmoid
(Rectified Linear Unit)

Nonnegativity [0, 1] Nonnegativity and summed to 1



DL with nontrivial constraints

Robustness evaluation
Imbalanced learning
Topology optimization
Contrastive learning

| N —_ ==l 112 A

Deep Learning with Nontrivial Constraints: Methods and Applications

Chuan He', Ryan Devera'., Wenjie Zhang' . Ying Cui’. Zhaosong Lu® and Ju Sun'
'Computer Science and Engineering, University of Minnesota
*Industrial Engineering and Operations Research, University of California, Berkeley
*Industrial and Systems Engineering, University of Minnesota
{he000233, dever120, zhan7867 } @umn.edu, yingcui @berkeley.edu, {zhaosong, jusun}@umn.edu




Robustness evaluation (RE)

Maximize loss function

max £ (3, fo(@)
s.t.|d(z,z') <e|, |2 €][0,1]"

~

“panda” “gibbon"

/ Allowable perturbation Valid image
T ) x

decision boundarycﬂj\_ Minimize robustness radius
minimal perturbation ball

min d(xz,z’)

wl
s.t.[max fo(@') > f3(@).[«’ € 01"
17y
actual perturbation ball Change the predicted class Valid image

Ref Optimization and Optimizers for Adversarial Robustness. Liang, H., Liang, B., Peng, L., Cui, Y., Mitchell, T., & Sun, J. https./arxiv.org/abs/2303.13401



https://arxiv.org/abs/2303.13401

Projected gradient descent (PGD) for RE

o f(x) Step size max £ (y, fo(2'))

Xpad = Fo (Xk: — aka(xk)) s.t. d(z,2')<e, a2 €l0,1]"

Algorithm 1 APGD

_d
Po(xg) = arg s |x — %o||2 Projection operator L Kuguts J, 8,0, e, W' {0yt
XE

2: Output: Tmax, fmax

2 &0 4= Ps (a9 49V (=)

¢ faax < max{f(z®), f(z()}

* Tmax € Z(O) if fmax = f(m(o)) else Tmax z(l)
: for k = 1 to Nie,—1 do

254D ¢ Ps (2 + v f(z®))

)  pg (z(k) + a(z(FHD) — k)

9 oUW

Key hyperparameters:
(1) step size

. . k k-1
(2) iteration number 1= a)e® — o))
9: if f(z*+D) > fra then
10: Tmax < FTD and oo, « faz®+D)
11:  endif
12: ifk € W then
13: if Condition 1 or Condition 2 then
14: n < n/2 and z*F+HD) 2.
15: end if
16:  end if
17: end for

Ref https://angms.science/doc/CVX/CVX_PGD.pdf
https:/www.cs.ubc.ca/~schmidtm/Courses/5XX-S20/55 .pdf
Reliable evaluation of adversarial robustness with an ensemble of diverse parameter-free attacks. Croce, F, Hein, M., ICML 2020

https:/arxiv.org/pdf/2003.01690.pdf



https://angms.science/doc/CVX/CVX_PGD.pdf
https://www.cs.ubc.ca/~schmidtm/Courses/5XX-S20/S5.pdf
https://arxiv.org/pdf/2003.01690.pdf

Problem with PGD

MNIST - € = 0.3

'CIFAR—IO- e = 8/255 7 CII<;AR-10- e =0.031
. 030 /
— . max £ (y, fo(x'))
[~~==4=T2TTTTTTTET 025 '
> b oo @x
o L 020l - -step=¢/100
- : f - -step=¢/25 !/ / n

a 015} - -step=¢/10 S. t. d (w, T ) S €, P = O, 1
o % - -step=e/4

0.10 ;:’. i step=¢/2

005" i ! step=e/1

i . step=2¢
400 600 800 1000 0-00 0 éoo 400 600 800 1000 .
200 ﬁgratio?so g iterations Y 200 aiggratioer?: 800! 21000 iterations TrICky to set:
100 453 414 1 ] - =
py iteration number & step size
> aa9)l' ., . . .
2 it | & i.e., tricky to decide where to
= k3 ’
33 445 !
8 AN stop
2 LSy g
_5’ Eeitl) ) T B S S T
[=} .
- .
88 } { ! L 436 ! L ! 90 ! ) ! \ 55.8 I e
200 400 600 800 1000 0 200 400 600 800 1000 O 200 400 600 800 1000 0 200 400 600 800 1000
iterations iterations iterations iterations

Ref Reliable evaluation of adversarial robustness with an ensemble of diverse parameter-free attacks. Croce, F., Hein, M., ICML 2020
https./arxiv.org/pdf/2003.01690.pdf



https://arxiv.org/pdf/2003.01690.pdf

RE: penalty methods for complicated d

Algorithm 2 Lagrangian Perceptual Attack (LPA)

max £ (y, fg (:1:’)) 1: procedure LPA(classifier network f(-), LPIPS distance d(-, -), input x, label y, bound €)
x’ 2: A+ 0.01
’ / n 3 X+ x+0.01xN(0,1) > initialize perturbations with random Gaussian noise
s.t. d (:B, x ) <e, TE [0’ 1] 4 foriinl,...,Sdo > we use S = 5 iterations to search for the best value of \
5: fortinl,...,T do > T' is the number of steps
dlz. ') = d(x) — ¢ x 6: A + Vz [L(f(%X),y) — Amax (0,d(x,x) —¢€)] > take the gradient of (5)
( ’ ] ) o ” ( ) A( )”2 pe_rceptual' T A=A/|Al2 > normalize the gradient
where (}5(:1)) = [ g1 (m), e gL (w) ] dIStance 8 7N =€x* (O.l)t/T > the step size 7 decays exponentially
9: m <+ d(X,Xx+ hA)/h  >m = derivative of d(X, -) in the direction of A; h = 0.1
Projection onto the constraint is complicated 1 PR i betales aspeprof sizs 77, LEIPSistinice
Il end for
12: if d(X,x) > € then
13: A 10X > increase A if the attack goes outside the bound
Penalty methods 14: end if
15: end for
~ ’ =~ 16: X + PROJECT(d, X, X, €)
max  L(f(®),y) — Amax (0, [6%) — 62 =€) 1T i

18: end procedure

Solve it for each fixed A and then increase A

Ref Perceptual adversarial robustness: Defense against unseen threat models. Laidlaw, C,, Singla, S., & Feizi, S. https:/arxiv.org/abs/2006.12655



https://arxiv.org/abs/2006.12655

Problem with penalty methods

cross-entropy loss margin loss

max £ (y, fo(@'))
gt d(z;2') <&, 2#elod]®

Method Viol. (%) | Att. Succ. (%) + Viol. (%) | Att. Succ. (%) 1

Fast-LPA 73.8 3.54 41.6 56.8

LPA 0.00 80.5 0.00 97.0 2 >

PPGD 5.44 25.5 0.00 38.5 d(z,z') = ||p(x) — p(')]|,

h = [Gil®)senn G
PWCF (ours) 0.62 93.6 0.00 100 where glz)= [ 9ile) 9r(@) ]
LPA, Fast-LPA: penalty methods  PPGD: Projected gradient descent PWCEF, an optimizer with
a principled stopping

Penalty methods tend to encounter criterion on stationarity
large constraint violation (i.e., infeasible solution, known in optimization & feasibility

theory) or suboptimal solution

Ref Optimization and Optimizers for Adversarial Robustness. Liang, H., Liang, B., Peng, L., Cui, Y., Mitchell, T., & Sun, J. arXiv preprint arXiv.2303.13401.



Unreliable optimization ==
Unreliable RE



OUJ[LI Nne Constrained deep learning: CDL

What, how, and why for CDL
No good solvers for CDL yet
Granso and PyGranso

PyGranso in action
Outlook



ay V'
DL frameworks ﬂ
y 4

JAX: Autograd and XLA

O PyTorch ?

TensorFlow

For unconstrained DL problems



Convex optimization solvers and frameworks

CVX

RESEARCH

Modeling languages

o ]
)
F

GUROBI

OPTIMIZATION

SDPT3 - a M.... software package for
semidefinite-quadratic-linear programming

K. C. Toh, R. H. Tiitiincii, and M. J. Todd.

TFOCS: Templates for First-Order Conic Solvers

Solvers

Not for DL, which involves NCVX optimization

Note: Gurobi can handle certain NCVX problems



Manifold optimization

Geomstats

1,9

geoopt

Manopt.jl

McTorch Lib, a manifold optimization library for deep
learning

Only for differentiable manifolds constraints



General constrained optimization

ensmallen
flexible C++ library for efficient numerical optimization

GENO

Interior-point methods Augmented Lagrangian methods

TensorFlow Constrained Optimization (TFCO)
Cooper

Lagrangian-method-based constrained optimization



Specialized ML packages

Spoﬁ’g

MLIib

The Machine Learning Library

b WEKA

The University
\ of Waikato

~

Problem-specific solvers that cannot be easily extended to new formulations



OUJ[LI Nne Constrained deep learning: CDL

What, how, and why for CDL
No good solvers for CDL yet
Granso and PyGranso

PyGranso in action
Outlook



Issues with typical CDL methods

projected gradient descent penalty methods
min f(x) min f(x) s.t. g(x) <0
x€Q T
Xk+1 = PQ (Xk - aka(xk)) H}Bin f(m) £ Amax((),g(a:))
Solved with increasing ) - sequence
Issue: no principled stopping criterion/step Issue: infeasible solution
size rules

Lagrangian method

. )4 Want
| T Issues
e Tg’gf f(@) + ATg(z) o Feasible & _
e |Infeasible solution stationary solution

Idea: alternating minimize &¢ and e Slowconvergence e Reasonable speed

maximize )\ via gradient descent



Principled answers to these questions

e Feasible & stationary solution

Stationarity and feasibility check: KKT condition

§ O(0) =fix, tap,)
e Reasonable speed v
| e T
\ \‘ /
Line search ey
9 / 3 i
- : ‘\ /
e Ahidden problem: nonsmoothness \/

Armijo (Sufficient Decrease) Condition



Key algorithm GRA’SO

http://www.timmitchell.com/software/ GRANSO/

Nonconvex, nonsmooth, constrained

mi{n f(x), st. ci(x) <0,VieZ; ci(x)=0,Viecl.
EEL T

Penalty sequential quadratic programming (P-SQP)

1
min_ u(f ) + VFGx)'d) +e's+ —d Hid
deRn, seRp 2

s.t. c(x) + Vc(xk)Td =5 =0

Ref: Curtis, Frank E., Tim Mitchell, and Michael L. Overton. 'A BFGS-SQP method for nonsmooth, nonconvex, constrained
optimization and its evaluation using relative minimization profiles." Optimization Methods and Software 32.1 (2017): 148-181.


http://www.timmitchell.com/software/GRANSO/

Algorithm highlights

Steering strategy for the penalty parameter

If feasibility improvement is insufficient : Is(di;xx) < cvv—(xk)

Stationarity based on (approximate) gradient sampling

Gy = [Vf(.’l;k) Vf(:];kfl) Vf(:z;k””)]

s 2/Gwd2

gt 1" A=1. A>30

Direction atm

Gradient sampling direction



Key take-away G RA’S O

e Principled stopping criterion and line search, to obtain a
solution with certificate (stationarity & feasibility check)

e Quasi-newton style method for fast convergence, i.e,
reasonable speed and high-precision solution

Ref Curtis, Frank E., Tim Mitchell, and Michael L. Overton. "A BFGS-SQP method for nonsmooth, nonconvex, constrained optimization and its
evaluation using relative minimization profiles." Optimization Methods and Software 32.1 (2017): 148-181.



Limitations of GRANSO GRAWSO

f_grad imag((conj (Bty)*Cx."')/(y'*x));

f_grad = f_grad(:);

ci;gfé& = Feai((ﬁoﬁi(étys;éx.'5)(9;¥x)):

ci_grad = ci_grad(:);

analytical gradients required Lack of Auto-Differentiation
2 I N R Lack of GPU Support
. = size(C,1); No native support of tensor variables
X = reshape(x,p,m);

= impossible to do deep learning with GRANSO
vector variables only



GRANSO meets PyTorch

CRANJSO # O PyTorch

€ HIH v I 3
O PYGRANSO

NCVX PyGRANSO
Documentation

Search the docs ... O N ‘ VX mlnf , s.t. CZ(X) S 0, Vi € I; CZ(X) = O,V'L € g

Introduction

Home

Installation

Settings

. NCVX Package First general-purpose solver for
NCVX: A General-Purpose Optimization Solver for constralned DL problems

Constrained Machine and Deep Learning

Buyun Liang, Tim Mitchell, Ju Sun



OUJ[LI Nne Constrained deep learning: CDL

What and how for CDL

Why CDL

No good solvers for CDL yet
Granso and PyGranso

PyGranso in action
Outlook



Example 1. Support Vector Machine (SVM)

comb fn(X struct):

. W X struct.w
Soft-margin SVM b = X_struct.b

zeta = X struct.zeta

f = 0.5%w.T@w + C*torch.sum(zeta)
m;)ng—llwll +CZQ :
ci = pygransoStruct()
st. y; (wT mz-—{—b) Z 1—G, G=0Yi=1,....,n ci.cl = 1 - zeta - y*(x@w+b)
ci.c2 -zeta

ce
[f,ci,cel

var_in = {"w": [d,1], '

soln = pygranso(var in,comb fn)




Binary classification (odd vs even digits) on MNIST dataset

Accuracy versus the Cost Parameter C (log-scale)

0.906
—&— Training Accuracy (liblinear)
—&- Testing Accuracy (liblinear)
—8— Training Accuracy (PyGRANSO)
—@- Testing Accuracy (PyGRANSO)
0.904 -
0.902 A
. SR oz
&
3
& 0.900 -
Liblinear (coordinate descent)
0.898 4
-=d
vs PyGRANSO
0.896 +

104 1073 102 1071 10°
Cost Parameter C



Example 2. Robustness eval. —min formulation

- comb fn(X struct):

X prime = X struct.x prime

i /

min d(a, @) f = d(x,x prime)

€T
oy / . / ci = pygransoStruct()

9. %. max fé(ﬂ: ) Z fg(.:n ) f theta all = f theta(x prime)
{#c fy = f theta all[:,y]

a:’ = [0 ]_]n' fi = torch.hstack((f theﬁa alll[:,:y],f theta all[:,y+1:])
' ci.cl = fy - torch.max(fi)
ci.c2 -X prime
ci.c3 = x prime-1

ce = N
[f,ci,ce]

var in X prime": list(x.shape)}

soln = pygranso(var in,comb fn)



s !/
CIFAR10 dataset H;;l,n d(x;x’)

Compared with FAB [iterative constraint s.t. max fa(x') > f5(x)

linearization + projected gradient] Efc )
https./github.com/fra3i/auto-attack z' € [0,1]

X-axis: image index; Y-axis: PyGRANSO radius - FAB radius

L1 attack L2 attack Linf attack


https://github.com/fra31/auto-attack

https://ncvx.org/

Ma ny NCVX PyGRANSO

Documentation

others

Introduction
Installation

Settings

Examples
Rosenbrock
Eigenvalue Optimization
Dictionary Learning
Nonlinear Feasibility Problem
Sphere Manifold
Trace Optimization
Robust PCA
Generalized LASSO
Logistic Regression
LeNet5
Perceptual Attack

Orthogonal RNN

Hiahlinhts

&

Home

& NCVX

NCVX Package

NCVX (NonConVeX) is a user-friendly and scalable python software package targeting general nonsmooth NCVX
problems with nonsmooth constraints. NCVX is being developed by GLOVEX at the Department of Computer
Science & Engineering, University of Minnesota, Twin Cities.

The initial release of NCVX contains the solver PyGRANSO, a PyTorch-enabled port of GRANSO incorporating
auto-differentiation, GPU acceleration, tensor input, and support for new QP solvers. As a highlight, PyGRANSO
can solve general constrained deep learning problems, the first of its kind.

O PYGRANSO

r"
LJd


https://ncvx.org/

Our current developments

e PyGranso: deterministic SQP solver

e More scalable deterministic solvers (exact penalty, single-loop ALM,
etc)

e Algorithm foundations for stochastic objective with stochastic
constraints/numerous constraints

e Scalable solvers for stochastic objective with stochastic
constraints/numerous constraints



Closing \O NCVX

Deep Learning with Nontrivial Constraints: Methods and Applications
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